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World
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What is Denial of Service?

* When a server is overloaded with connections,
new connections can no longer be accepted.

* Occurs systems flood the bandwidth or
resources of a targeted system, usually one or
more web servers.

* Distributed Denial of Service (DDoS) occurs
when multiple compromised systems (for
example a botnet) flooding the targeted
system(s) with traffic
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"“DDoS is like 15 large men trying to
fit through a revolving door all at

once - nothing moves.”

Graham Cluely,
UK Security Expert,
Writer, Speaker
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Partial DDoS Timeline

Coordinated

First Hacktivist event - - i
_ : Estonia - parliament, : The new normal -
Zapatista National banks, media, Estonia attacks against attack sizes above
: : ’ ’ US banks — attack
Liberation Army Reform Party 100 Gbps

Packeting for sizes to 200Gbps

bragging rights

Georgia/Russia 600 Gbps attack?

2013

2000

2008

1993 2007

Organized crime -

First public Extortion Cyber-rioting - Spamhaus attack
Cyberheist - $10M Wikileaks- inspired ~ reported to reach
Citibank attacks Visa, MC, 310 Gbps

Mafia Boy DDoS — Paypal

Yahoo, Amazon, Dell,

CNN, EBAY Etrade Sony PlayStation

data breach
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Patelco Confirms Five-Hour DDoS

Takedown
Texas Credit Union Hit by

DDoS Attackers

Largest Ever DDoS Cyber Attack Hits US and
European Victims

Mega DDoS Attacks of 800Ghps Expected Within a
Year

DDoS Update: Credit
Unions in the Crosshairs

Iranian Hacker group claims credit for DDoS Attack on
Nasdaq
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Why the
Revival?
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If You Build It, They Will Come

Ecommerce/online stores

Customer support/
service

Digital marketing

Partner/Vendor Mgt

Remote workforce and
Internal communications

If you build it,
they will come
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Our customers’ demands
for a superior online
experience makes us
vulnerable
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Anyone Can DDoS

$5 - $50 per hour
depending on site
size

* Days, Weeks or
Months!

* Years of DDoS
Attack experience

Gwapo's Professional DDOS Service

* Training in DD0S
protection methods!
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All companies are
vulnerable — not just large,
high-profile or risk
Industries.
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» More than 3,000 attacks happen every day

v’ Attacks are increasingly more complex and harder
to mitigate

v The attacks by Al Quassam were 1/3 the size of
what they could have been

v’ Attacks came in at 230 Gbps

v Botnet was sized at being able to generate
potentially 600+Gbps
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EiRecommend 1.4k W Tweet 99 415 Print

Bank website attacks reach new
high: 249 hours offline in past
six weeks

In early 2013 U.S. banks knocked offline a total of 249 hours.

If DDoS cost banks an average of $50K per hour

$12,450,000 was lost from January - March
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< THE DANGER
SDEEPENS

Neustar Annual DDoS Attacks and Impact Report
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/5 Financial
I'T, Networking,
& Security
Professionals
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What's the temperature?

93% of Financial Organizations

say DDoS is as great or a larger
threat than last year
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Have you been attacked?

COMPANIES ATTACKED BY DDOS

60% ATTACKED ‘

60%

50%

09 35% ATTACKED
40%

71%

MORE COMPANIES
WERE HIT BY DDOS.

30%

20%

10%

0%

2012 2013
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How many times were you
attacked?

How many attacks?

Just once- 13% Monthly- 10% 8 7 %

2-5 times- 34%  Weekly- 14%
Attacked
_ I _ 0 _ 0 . .
6-10 times- 129%  Lost count -18% Multiple Times
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How large were the attacks?

BANDWIDTH USED IN DDOS ATTACKS
80%

73%
= m m
60%
50%
0%
40% 36.75% 34.35%
30%
= 20.5%
e
B 14%
10% 3% 6.0%
0% 3% 2% 2.4%
0% |
Less than 101 MBPS- 5-10 10-20 More than Less than 500 MBPS- 10-20
100 MBPS 1GBPS GBPS GBPS GBPS 20 GBPS 500 MBPS 1 GBPS GBPS GBPS GBPS

|
Is Your Credit Union P df neu tar
IIIIl Affl rmX S reDIgo;EtTacL??pare o



Impacts

- . .
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How much does downtime
cost financial?

2013 COSTS PER HOUR
30% 29.41%
25% 23.18%
20%

17.65%

15.92%

15% 13.84%
10%
5%
0%

Leasthan $‘|,001- $10,001- $50,001- More than

$1,000 10,000 50,000 100,000 $100,000
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When DDoSed and breached?

60%
49.36%

60%

40%

30%
25.53%

20%

10%

0%
Virus ormalware Customer
Installed/ data thert

activated
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19.15%

CNET » News » Security & Privacy » Cybercrooks use DDoS attacks to masktheft of ..

Cybercrooks use DDoS attacks
to mask theft of banks' millions

Analyst says three unidentified US banks have been hit with "low powered"
DDoS attacks to cover fraudulent wire transfers.

DDoS Attack on Bank Hid $900,000 Cyberheist

News

Deep cyberattacks cause millions in losses

for U.S. banks
10.64% Hackers used DDoS attacks prior to attacking wire payment applications
By Jeremy Kirk
August 22, 2012 11:20 PM ET CJ 3 Comments
Bsee » @ 2 @ o (A - @B

Loss of
Intellectual

property

Financial

theft IDG News Service - At least three U.S. banks have lost millions of dollars after

fraudsters gained control of payment applications that control wire transfers.

Is Your Credit Union Prepared for a n e u ta r
DDoS Attack?



DDoS protection solutions?

o 32 % of financial services
o 69% companies vs 14% overall use
2 purpose-built DDoS mitigation.
50%
44L% 47%
40% 40%
36%
32%
30%
ST 25%
20% 7%
0,
10% 9% 2'6
4%
0% -
Traditional Routers Hardware |PS-Based Purpose- Switches DDoS DDoS Blackholmg WAF No DDoS
Firewall Prevention BuiltDDoS Mitigation Mitigation fromISP Protection

Protection Appliance Service

(cloud,

hybrid and

hardware) *Multipule responses allowed
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IT Operational

Preparedness:
A 7 Point Approach

Jesse Boyer,
Vice President, Product Development
AffirmX
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/ Point Approach to
Preparedness

1. Conduct a company-wide DDoS risk
assessment:

* The first step in a good defense is to conduct an
enterprise risk assessment. This allows you to assess
the probability of a DDoS attack and identify your
most likely targets.

* It also helps determine the impact of an attack and
estimate the potential loss to your organization
(downtime, e-commerce impact, connectivity,
communications and other factors.)

* You can also better ensure that you invest in the right
IT security and risk-reduction activities.
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/ Point Approach to
Preparedness

2. Create an action plan to prepare for and respond
to DDoS attacks:

* Once an attack occurs, it is too late to determine how to
respond and what the next steps should be.

* An action plan documents how to prepare for an attack and
what to do when one occurs.

* Your plan should include different severity levels and
responder actions, depending on the attack’s impact.

« For example, you will respond differently to an attack that
takes down the entire company, as opposed to a strike
affecting only one web server.
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/ Point Approach to
Preparedness

3. Know your infrastructure components inside
and out:

* |t is important to know all resources and equipment on your
network, along with the strengths and weaknesses of each

component.

 Periodically test and document the protection capabilities of
the equipment and the network as a whole.

 This will give you a better understanding of what kind of
attacks you can withstand (such as a small attack
originating from a single IP address), and if you need to
outsource to protect against more complex attacks.
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/ Point Approach to
Preparedness

4. Understand ISP options for DDoS mitigation:

* |t pays to communicate clearly with your internet
service provider (ISP), particularly if it's also affected
by a DDoS attack.

» Understand your ISP’s options for defending against
DDoS attacks and confirm your understanding of any
Service Level Agreements (SLA).

* |f your organization is multi-homed, all your ISPs
would need to participate.

* Problems with ISP-only Defense
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/ Point Approach to
Preparedness

5. Implement general rules to help mitigate
DDoS attacks:

* There are some general rules to help defend
against a DDoS attack. They should only be used
as a guide, since they will not stop all attacks,
especially some of the more complex varieties.

« Examples:
* Turn down all unnecessary ports and protocols
* Implement an IP blacklist
 Block invalid and malformed packets
« Configure and harden network equipment
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/ Point Approach to
Preparedness

6. Conduct a post-attack analysis after a DDoS
attack:

« While it's crucial to have a plan in place to address a
DDoS attack, it is equally important to perform a post-
attack analysis.

« Some of the items to consider:

* the type of attack that happened,;

* which equipment helped you mitigate, even it was only partially
successful; and

« what attack traffic had the most impact and why?

 This will lead you to consider if you need to purchase
better equipment. If that’'s not in the budget, you may want
to think about out-sourcing to a security service provider.
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/ Point Approach to
Preparedness

7. Leverage monitored and managed
services:

» Partnering with a managed security provider has
real benefits. Such providers have deep
experience in dealing with DDoS attacks and offer
a wide array of equipment and resources.

* You can use their services on demand—for
example, a DNS redirect service—or have them
monitor your network 24/7 for signs of attacks.

» To mitigate the most complex attacks, you need
costly equipment. A managed service offers it,
when and if you need it.
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/ Point Approach to
Preparedness

1. Conduct a company-wide DDoS risk assessment

2. Create an action plan to prepare for and respond to
DDoS attacks

3. Know your infrastructure components inside and out
4. Understand ISP options for DDoS mitigation

5. Implement general rules to help mitigate DDoS
attacks

6. Conduct a post-attack analysis after a DDoS attack
/. Leverage monitored and managed services
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Regulatory
Compliance
Considerations

Jane Pannier,
Executive Vice President, In-House Counsel
AffirmX
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NCUA PART 748, APPENDIX B
Risk Response Programs

At a minimum, your response program should
include procedures to:

* Assess the nature and scope of the incident;

* Notify the appropriate NCUA Regional Director or
state supervisory authority as soon as possible;

* File a SAR if the incident involves Federal
criminal violations and notify appropriate law
enforcement authorities:

» Take appropriate steps to contain and control the
Incident; and

* Notifying members when required or warranted.
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Member Notification

* |If you determine that misuse of the information
by an unauthorized party has occurred or is
reasonably possible and the information involves
sensitive member information, you must notify
the affected members as soon as possible.

* Notice can be delayed if an appropriate law
enforcement agency provides you with a written
request to delay the notification
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Member Notification

* The misused information must be “sensitive
member information”.

« Sensitive member information means a
member’s name, address or telephone number,
in conjunction with the member’s social
security number, driver’s license number,
account number, credit or debit card number, or
PIN or password that would permit access to the
member’s account.
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Member Notification

* If you can determine specifically which
member’s information has been accessed, you
need only provide notification to those members.

* If you are not able to identify specific members,
but can narrow those affected down to a
particular group of members, you need only
notify the members of that group.
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Member Notification

* The notice provided to the members must
include:

* A general description of the incident and the type
of member information that was subject to the
unauthorized access or use;

* A general description of what you have done to

protect their information from further unauthorized
access;

* A telephone number members can call for more
information;

il AffirmXx neustar



Member Notification

« Areminder to members to be vigilant for the next
12 to 24 months and to promptly report any
iIncidents of suspected identity theft.

* When appropriate, the notice should also include:

* Arecommendation that the member review account
statements and immediately report any suspicious
activity

* A description of fraud alerts and an explanation of
how to place a fraud alert on their credit reports

* A recommendation that the member obtain periodic
credit reports in order to delete any fraudulent
information
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Member Notification

* An explanation of how the member may obtain a
free credit report; and

 Information about the availability of the FTC's
online guidance regarding the steps a member
can take to protect against identity theft and
encourage the ember to report any incidents of
identity theft to the FTC and provide the FTC's
website address and toll-free phone number.
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Delivery of the Member Notice

 NCUA encourages credit unions to notify the
nationwide consumer reporting agencies prior to
sending notices to a large number of members
that include contact information for the reporting
agencies.

 The member notice may be delivered in any
manner that is designed to ensure that the
member can reasonably be expected to receive
it.
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